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What happened to your files?
All of your filas were protected by a strong encryption with RSA-2048 using CryptoWall 3.0.

More information about the encryption keys using RSA-2048 can be found here: M{ﬁmkwmmmm

What does this mean?
This means that the structure and data within your files have been imevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Intemnet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server,

What do | do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be

CryptoWall 3.0 EEM@E
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You became victin of the PETYA RANSOMWARE?

The harddisks of powr computer hawve been encrypted wmith an Military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in ztep 2.

To purchaze your key and resziore your data, pleaze follow these three easy
steps:

Download the Tor Browser at "htips:/swun. torproject.orgs". If pou need
help, please google for “access onion page”.
Vizit one of the following pages with the Tor Browser:

|

Enter your personal decryption code there:

If you already purchased vour key, please enter it below.

He
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|l 9 © e o |5 PassportcopyErick Harrison - Me@ o B = =] HO7U =+ + [ E 00T w%ﬁ'ﬁﬂ?‘r@l 2
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Subject: Passport tapy Erlck Hamizon Subjec: ZSOTIL Four onder has been declined .
s | BB vk Harsan. i (2 KB) L Message | BB % 907114 Yaur oriler has been deciined:sp 2 KE)
- é
Please find attached copy of the passport for my wife and daughter as = Deapeus LosEy &
requ::::.zd. ptI;:sE nol; :lE{I!EEd to complete on the purchase in 4 T ——
weeks fram the agreed date.
Ficd d Please see attachment for detalls.
nd regards,
Thank yau,
Erick Harrison Marin Chrictian
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